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Abstract

Artificial Intelligence (Al) is increasingly capable of analyzing software, configurations, logs, policies,
and other cybersecurity artifacts. Public discussion has focused largely on whether frontier Al systems
can identify vulnerabilities and whether such capability could be misused. This paper reframes the issue
as a defensive engineering opportunity. Organizations have long paid engineers, penetration testers, red
teams, and ethical hackers to discover vulnerabilities before adversaries do; frontier Al changes how
efficiently this mission can be performed, not why it matters. We introduce Al-assisted cybersecurity
as a human-supervised engineering paradigm for identifying, explaining, prioritizing, validating, and
eliminating weaknesses in existing systems. The paper discusses frontier Al reasoning capabilities, risks
and governance requirements, critical infrastructure implications, and lifecycle integration from concept
through operations. We argue that Al should not be viewed primarily as a source of cybersecurity fear,
but as a continuously available defensive capability for building secure and resilient systems. The central
question is no longer whether Al can identify vulnerabilities; it is whether we will use Al responsibly to
eliminate them before adversaries exploit them.
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1 Introduction

“The only thing we have to fear is fear itself.”—Franklin D. Roosevelt

Fear is often the first response to change. Bad news travels fast, especially when a transformative
technology reveals uncomfortable weaknesses in systems that society already depends upon. Engineering
progress, however, has never come from avoiding such discoveries; it comes from turning them into stronger
designs.

Artificial Intelligence has rapidly evolved from an experimental research technology into an engineering
capability capable of assisting professionals across numerous technical disciplines. Among its most signif-
icant applications is cybersecurity, where recent demonstrations have shown that frontier Al systems can
analyze source code, identify software vulnerabilities, interpret malware artifacts, evaluate security configu-
rations, and assist engineers in understanding complex cybersecurity problems [1-3]. These demonstrations
have generated significant public discussion concerning the implications of Al for offensive cyber operations
and have understandably heightened concerns regarding the potential misuse of increasingly capable Al
systems.

The resulting public discourse, however, has largely focused on a single question: can Al identify vul-
nerabilities? From an engineering perspective, this is no longer the most important question. Organizations



have always sought to identify vulnerabilities before adversaries discover them. Software developers conduct
peer reviews. Quality assurance engineers systematically test applications. Independent security researchers
participate in responsible vulnerability disclosure programs. Enterprises employ penetration testers and red
teams to simulate attacks against their own systems. Governments and commercial organizations invest in
vulnerability assessments and bug bounty programs because discovering weaknesses before attackers do has
long been recognized as a fundamental principle of defensive cybersecurity [4—7].

Frontier Al does not change this objective. Instead, it changes the efficiency, scale, and accessibility
with which defensive cybersecurity analysis can be performed. Properly governed and operating under
human supervision, Al enables organizations to continuously analyze software, network configurations,
firewall policies, cloud infrastructures, access control policies, operational procedures, and numerous other
cybersecurity artifacts that previously required substantial manual effort. Al not only identifies potential
weaknesses but increasingly assists engineers by explaining security implications, recommending corrective
actions, validating proposed improvements, and supporting continuous security engineering throughout the
operational lifetime of complex systems.

The importance of this capability extends far beyond software development. Modern society depends
upon highly interconnected digital infrastructures supporting electric power generation, telecommunications,
transportation systems, healthcare delivery, financial services, water treatment, manufacturing, government
operations, and national defense. These systems contain millions of lines of software, thousands of configu-
ration files, continually evolving security policies, and complex operational environments. Despite decades
of engineering improvements, vulnerabilities remain inevitable. The challenge is no longer whether vulner-
abilities exist, but how rapidly responsible organizations can identify and eliminate them before malicious
actors exploit them [8—10].

History demonstrates that transformative technologies frequently expose weaknesses in existing engi-
neering practices. Quantum computing, for example, revealed fundamental limitations in widely deployed
public-key cryptographic algorithms, motivating the development of Post-Quantum Cryptography (PQC)
rather than discouraging quantum research [11-14]. Artificial Intelligence presents a similar opportunity.
Al is revealing weaknesses that already exist within software, enterprise systems, and critical infrastructure.
These discoveries should not be viewed primarily as reasons to fear Al; rather, they should be viewed as
opportunities to strengthen the systems upon which society depends.

Accordingly, this paper proposes a shift in cybersecurity perspective. Al should become an integral com-
ponent of cybersecurity engineering, assisting professionals throughout the lifecycle of software-intensive
systems—from concept development and architecture through implementation, testing, deployment, oper-
ations, maintenance, and modernization. At each stage, Al addresses different cybersecurity optimization
problems while remaining under human supervision and supporting engineering judgment rather than re-
placing it.

Central thesis. The question is no longer whether Al can identify vulnerabilities. The question is
whether we will use Al responsibly to eliminate them before adversaries exploit them.

Every vulnerability identified through Al-assisted cybersecurity represents an opportunity to improve
engineering quality, strengthen operational resilience, reduce organizational risk, and increase confidence in
the software and infrastructure that underpin modern society.



2  From Al Fear to Engineering Opportunity

2.1 Frontier Al Systems: A New Cybersecurity Capability

Artificial Intelligence has undergone a remarkable transformation during the past several years. Earlier gen-
erations of Al systems primarily relied upon narrowly trained machine learning models designed to perform
specific classification or prediction tasks. Modern frontier Al systems, by contrast, possess significantly
broader reasoning and inferencing capabilities that enable them to analyze complex technical information,
synthesize knowledge across multiple domains, explain their conclusions, and interact with users through
natural language [1, 15, 16]. These capabilities represent a fundamental advancement beyond traditional
cybersecurity tools.

It is important, however, not to treat all frontier Al systems as interchangeable. Different models vary
in reasoning capability, context length, tool integration, hallucination behavior, explainability, deployment
architecture, and security properties. The argument in this paper is therefore model-agnostic: it concerns
the emerging class of frontier Al systems as engineering assistants, while recognizing that each operational
deployment must be validated for the specific model, data boundary, toolchain, and mission context in which
it is used.

Unlike conventional vulnerability scanners or rule-based expert systems, frontier Al systems can simul-
taneously evaluate multiple cybersecurity artifacts including source code, software documentation, firewall
policies, router configurations, access control lists, security architectures, threat intelligence reports, vul-
nerability databases, operational logs, and configuration files. More importantly, these systems can reason
about the relationships among these artifacts to produce engineering recommendations rather than simply
reporting isolated findings.

Reasoning and inferencing capabilities distinguish frontier Al systems from previous generations of
cybersecurity automation. Rather than searching for predefined signatures or applying static rule sets, Al
systems can interpret programming logic, identify inconsistent security assumptions, recognize configuration
conflicts, infer potential attack paths, evaluate alternative engineering solutions, and explain why a particular
condition represents a cybersecurity concern. The ability to explain analytical conclusions improves hu-
man understanding and allows engineers to validate Al recommendations before implementing operational
changes.

Another important characteristic of frontier Al systems is their ability to integrate diverse sources of
information. A security engineer investigating a vulnerability may need to examine source code, software
documentation, firewall rules, vulnerability databases, security policies, configuration files, threat intelli-
gence, and operational logs before determining an appropriate corrective action. Frontier Al systems can
rapidly correlate these heterogeneous information sources and present engineers with a coherent explanation
of the underlying security problem together with recommended remediation strategies.

These capabilities do not eliminate the need for experienced cybersecurity professionals. Instead, they
increase the productivity and effectiveness of those professionals. Al performs labor-intensive analytical tasks
associated with reviewing large volumes of cybersecurity information, allowing engineers to concentrate on
engineering judgment, operational tradeoffs, and risk management. Human expertise therefore remains
central to the cybersecurity decision-making process while Al provides continuously available analytical
support.

Figure 1 illustrates the role of frontier Al as a cybersecurity reasoning engine operating on diverse
artifacts and producing candidate findings, explanations, and recommendations for human validation.

From a cybersecurity perspective, frontier Al should therefore be viewed not simply as another software
tool but as a new engineering capability that changes how organizations analyze and improve the security of
existing systems.



Cybersecurity Artifacts
Code - Configurations - Logs - Policies - Vulnerabilities

Y

[ Frontier Al Reasoning and Inferencing J
Candidate Exol \ ) Recommended
Findings [ Xplanations ] Actions

Y

[Human Engineer Validation and Operational Decision]

Figure 1: Frontier Al as a cybersecurity reasoning pipeline. Al analyzes cybersecurity artifacts, produces
candidate findings and recommendations, and supports human validation rather than replacing human
decision authority.

2.2 Al Fear Versus Engineering Opportunity

The emergence of frontier Al systems has understandably generated significant public concern. Recent
demonstrations showing Al identifying software vulnerabilities, analyzing malware, interpreting source
code, and assisting with cybersecurity tasks have raised questions regarding whether increasingly capable
Al systems could also assist malicious actors. These concerns deserve careful consideration. Every
transformative technology introduces new opportunities together with new risks, and Artificial Intelligence
is no exception.

However, focusing exclusively on the offensive implications of Al presents only part of the picture. An
equally important question has received far less attention: how can Al improve defensive cybersecurity? This
distinction is important because Al does not create vulnerabilities within existing software or infrastructure.
Those vulnerabilities already exist. Al simply provides a more effective means of discovering them. The
engineering value of Al therefore lies not in exposing new weaknesses, but in enabling organizations to
identify and eliminate existing weaknesses before adversaries exploit them.

The cybersecurity community has long accepted the principle that discovering vulnerabilities before
attackers represents good engineering practice. Organizations routinely invest in secure software develop-
ment, code reviews, quality assurance, penetration testing, red teams, vulnerability assessments, and bug
bounty programs. Ethical hackers are compensated specifically to identify security weaknesses so they can
be corrected before malicious actors discover them. This philosophy has become a cornerstone of modern
cybersecurity engineering.

Frontier Al extends this same defensive philosophy. Rather than replacing ethical hackers or penetration
testers, Al provides organizations with a continuously available analytical capability capable of reviewing
software, evaluating configurations, interpreting vulnerabilities, and recommending corrective actions at a
scale that would be impractical using manual methods alone. Al enables organizations to perform defensive
cybersecurity continuously rather than periodically.

Consequently, the cybersecurity discussion should move beyond asking whether Al can identify vul-
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Figure 2: Transformative technologies reveal weaknesses and motivate better engineering. Quantum com-
puting motivated PQC; frontier Al should motivate Al-assisted cybersecurity engineering.

nerabilities. The more important engineering question is whether organizations are prepared to use Al
responsibly to improve the security and resilience of their systems.

2.3 Lessons from Transformative Technologies

History demonstrates that transformative technologies frequently reveal limitations in existing engineer-
ing practices. Rather than representing failures, these discoveries often become catalysts for significant
technological advancement.

Quantum computing provides an instructive example. Shor’s algorithm showed that a sufficiently capable
quantum computer could efficiently solve mathematical problems underlying widely deployed public-key
cryptographic systems, including RSA and elliptic-curve cryptography [11]. This discovery generated under-
standable concern regarding the future of secure communications. However, the engineering response was
not to abandon quantum computing research. Instead, the cybersecurity community developed new crypto-
graphic algorithms specifically designed to resist quantum attacks, culminating in NIST’s standardization of
Post-Quantum Cryptography algorithms [12—14].

The important lesson extends beyond cryptography. Transformative technologies frequently expose
weaknesses that already exist but were previously difficult to recognize or address. Engineering advances
occur when those discoveries are translated into improved designs, stronger architectures, and more resilient
systems.

Artificial Intelligence presents a similar opportunity. Alis revealing weaknesses within software, network
configurations, operational procedures, cloud infrastructures, and enterprise systems that may otherwise
remain undiscovered for extended periods. These discoveries should be viewed as engineering opportunities
rather than engineering failures. Every vulnerability identified by Al provides engineers with an opportunity
to improve system security before adversaries exploit the same weakness.

This perspective suggests that Al-assisted cybersecurity represents the natural evolution of defensive
engineering. Just as quantum computing motivated the development of Post-Quantum Cryptography, frontier
Al has the potential to motivate a new generation of Al-assisted cybersecurity engineering practices focused
on continuous security improvement rather than reactive vulnerability remediation.

2.4 Vulnerabilities in National Critical Infrastructure

Perhaps nowhere is the engineering opportunity presented by Al more significant than in the protection of na-
tional critical infrastructure. Modern society depends upon interconnected digital systems supporting electric
power generation and distribution, water treatment facilities, telecommunications networks, transportation
systems, healthcare delivery, financial services, emergency response, government operations, manufactur-
ing, and national defense. These infrastructures increasingly rely upon complex software-intensive systems
whose secure operation is essential to public safety, economic stability, and national security [8, 9].



Despite decades of engineering progress, these systems continue to contain software defects, configu-
ration errors, inconsistent security policies, outdated software components, and operational vulnerabilities.
Many infrastructures have evolved over decades, integrating legacy technologies with modern cloud services,
industrial control systems, enterprise networks, and Internet-connected devices. The resulting complexity
makes comprehensive manual cybersecurity analysis increasingly difficult.

Traditionally, organizations have relied upon periodic vulnerability assessments, penetration testing,
compliance reviews, and manual engineering analysis to identify security weaknesses. While these practices
remain essential, they are constrained by time, available expertise, and operational resources. Consequently,
vulnerabilities may remain undiscovered long after deployment.

Frontier Al offers an opportunity to improve this engineering process. Al can continuously examine
software, network configurations, firewall policies, routing protocols, access control rules, cloud infrastruc-
tures, and operational telemetry, identifying inconsistencies, explaining security implications, recommend-
ing corrective actions, and assisting engineers in validating proposed improvements before deployment into
operational environments.

This capability raises an important engineering question:

Critical infrastructure question. If Al can help identify vulnerabilities within systems supporting
national critical infrastructure before adversaries discover them, can responsible organizations justify
choosing not to use that capability?

The objective is not autonomous cybersecurity. Human engineers remain responsible for evaluating
Al recommendations, implementing corrective actions, and accepting operational risk. Al serves as a
continuously available engineering assistant that enhances the effectiveness of cybersecurity professionals
while maintaining human authority over operational decisions.

The opportunity is therefore not simply faster vulnerability discovery. The opportunity is continuous
improvement of the security and resilience of the critical infrastructures upon which modern society depends.

Engineering takeaway. Al did not create the vulnerabilities; it created the opportunity to eliminate them
before adversaries exploit them.

3 Al-Enabled Cybersecurity: Risks and Benefits

Artificial Intelligence represents one of the most significant advances in cybersecurity since the widespread
adoption of automated vulnerability scanners and intrusion detection systems. However, like every trans-
formative technology, Al introduces both opportunities and challenges. A balanced engineering assessment
requires acknowledging the limitations of current frontier Al systems while recognizing their ability to
improve defensive cybersecurity. The objective is not to determine whether Al is inherently beneficial or
harmful, but rather to understand how it can be responsibly integrated into cybersecurity engineering to
maximize its defensive value while minimizing operational risk.

3.1 Risks and Challenges

As frontier Al systems continue to evolve, several concerns must be addressed before widespread operational
deployment.

Current Al systems may generate incorrect conclusions, overlook important contextual information,
or recommend suboptimal engineering solutions. Although reasoning and inferencing capabilities have
improved substantially, Al-generated recommendations should be viewed as engineering advice rather than



authoritative decisions. Human validation remains essential, particularly for mission-critical and safety-
critical systems.

The protection of sensitive information also presents an important consideration. Organizations must
ensure that proprietary source code, classified information, operational data, and critical infrastructure
configurations are processed within appropriate security boundaries. Enterprise deployment of Al therefore
requires careful consideration of data governance, access control, model security, and operational policies
[3,17].

Another concern involves adversarial manipulation of Al systems themselves. Prompt injection attacks,
poisoned training data, malicious tool outputs, and supply chain compromises illustrate that Al systems, like
all software, require appropriate security controls [17,18]. Al-assisted cybersecurity must therefore include
protections for the Al systems performing the analysis.

Finally, organizations must avoid excessive dependence upon automation. Al should augment engineer-
ing judgment rather than replace it. Cybersecurity remains an engineering discipline requiring technical
expertise, operational understanding, and informed risk management. Human engineers remain responsible
for approving recommendations, implementing corrective actions, and accepting operational risk.

These challenges are significant but manageable. Similar concerns accompanied earlier generations of
automated security tools, cloud computing, virtualization, and software-defined networking. Engineering ex-
perience demonstrates that appropriate governance, validation, and operational oversight allow organizations
to benefit from new technologies while managing associated risks.

3.2 Al-Assisted Cybersecurity

Engineering takeaway. Al did not create the vulnerabilities; it created the opportunity to identify and
eliminate them before adversaries exploit them.

The benefits of frontier Al extend well beyond automated vulnerability discovery. Modern Al systems
possess increasingly sophisticated reasoning capabilities that enable them to analyze a wide variety of
cybersecurity artifacts and provide meaningful engineering assistance across multiple operational domains.
Rather than replacing cybersecurity professionals, frontier Al augments human expertise by accelerating
analysis, improving consistency, and providing engineering recommendations that remain subject to human
review and approval.

Within software development, Al assists developers by reviewing source code, identifying insecure
programming practices, explaining software defects, recommending secure implementations, and assisting
with software maintenance. Rather than replacing software developers, Al functions as a continuously
available engineering reviewer capable of examining large code bases rapidly and consistently.

Within enterprise networking, Al analyzes firewall policies, routing configurations, access control lists,
network segmentation, and cloud security architectures to identify inconsistencies, conflicting rules, excessive
privileges, and potential attack paths. Because enterprise configurations frequently evolve over many years,
manually identifying subtle interactions among thousands of security rules can become exceptionally difficult.
Al significantly improves the efficiency of this analysis.

Operational cybersecurity similarly benefits from Al-assisted reasoning. Security operation centers
process enormous volumes of security alerts, event logs, vulnerability reports, and threat intelligence feeds
each day. Al assists analysts by correlating related events, identifying likely root causes, prioritizing vulner-
abilities according to operational risk, summarizing incident information, and recommending investigation
strategies [9, 19]. These capabilities reduce analyst workload while improving consistency and response
time.

Malware analysis represents another area where frontier Al has demonstrated value. Al can examine
source code, scripts, macros, encoded payloads, and executable behavior to explain observed functionality,



identify suspicious patterns, distinguish benign artifacts from malicious software, and recommend appropri-
ate defensive actions. Rather than replacing experienced malware analysts, Al accelerates routine analysis
and allows experts to concentrate on the most complex investigations.

Throughout our own defensive experimentation using frontier Al systems, we observed that Al consis-
tently demonstrated the ability to analyze software, identify programming errors, interpret malware-related
artifacts, explain security implications, and recommend engineering improvements. Although the depth of
reasoning varied among different frontier models, the overall pattern remained consistent. Different frontier
models exhibit varying reasoning capabilities, context windows, tool integration, and explainability charac-
teristics. Consequently, this paper advocates a model-agnostic engineering approach in which Al serves as
an analytical assistant rather than relying on the capabilities of any particular implementation.

Importantly, these observations should not be interpreted as evidence that Al has solved cybersecurity.
Instead, they demonstrate that Al has become a practical engineering capability capable of augmenting
human cybersecurity expertise across a broad range of defensive activities.

3.3 Al as a Continuously Available Ethical Hacker

For decades, organizations have invested substantial resources in discovering vulnerabilities before adver-
saries exploit them. Secure software development practices, independent code reviews, penetration testing,
vulnerability assessments, bug bounty programs, and ethical hacking all share a common objective: identify
weaknesses early so they can be corrected before deployment or before malicious actors discover them [4,5].

Artificial Intelligence represents the next evolution of this defensive philosophy. Rather than replacing
ethical hackers, Al provides organizations with a continuously available analytical capability capable of
performing many of the same defensive functions throughout the operational lifetime of software-intensive
systems. Al reviews software, evaluates network configurations, analyzes security policies, interprets
vulnerability reports, examines malware artifacts, recommends corrective actions, and assists engineers in
validating proposed changes. Unlike traditional point-in-time assessments, Al enables these analyses to
occur continuously as systems evolve.

The analogy to ethical hacking is useful because it emphasizes the defensive nature of Al-assisted
cybersecurity. The objective is not to increase offensive capability. The objective is to provide defenders
with better analytical tools than those available to potential adversaries. Organizations have long accepted the
principle of paying trusted professionals to identify vulnerabilities before attackers do. Frontier Al extends
this same principle by making advanced cybersecurity analysis continuously available, highly scalable, and
economically accessible to organizations of all sizes.

Defensive objective. Find vulnerabilities first. Fix them first. Build better systems.

This shift in perspective represents the central message of this paper. Al should not be viewed primarily
as a technology that creates cybersecurity risk because it can identify vulnerabilities. Instead, Al should
be recognized as one of the most powerful defensive cybersecurity capabilities developed to date, enabling
organizations to continuously improve the security and resilience of existing software, enterprise systems,
and national critical infrastructure before adversaries exploit the same weaknesses.

3.4 Operational Governance and Evaluation

Al-assisted cybersecurity must be governed as an operational engineering capability, not treated as an
informal advisory tool. Governance requires model validation, audit trails, reproducibility of findings,
explainability of recommendations, secure deployment, access control, policy compliance, and clear as-
signment of human accountability. Security-sensitive deployments should record the artifact analyzed, the



Table 1: Three simple examples of human mistakes that Al-assisted cybersecurity can help identify and
correct. The examples are illustrative and defensive; operational changes require human validation.

Artifact Representative Human Mistake

Al-Assisted Finding

Engineering Action

C source code while (attempts < MAX);
scanf("%s", buf);

if (buf == password)

Firewall policy Earlier broad allow rule precedes a
later deny rule for a sensitive host

or subnet.

Router configuration ACL, routing, and management-
plane settings are modified inde-

pendently.

Empty loop caused by stray semi-
colon; unbounded input; pointer
comparison instead of string compar-
ison.

Later deny rule is shadowed under
first-match semantics; intended secu-
rity boundary is not enforced.

ACL permits unintended manage-
ment access or routing change creates
a path that bypasses segmentation.

Replace with bounded input, explicit
error handling, and strcmp; add re-
gression tests for failed login and
lockout behavior.

Reorder or narrow rules, remove re-
dundancy, document intended pol-
icy, and validate representative traffic
flows before deployment.

Validate reachability, management-
plane exposure, logging, and con-
sistency with firewall policy before

committing the change.

model or toolchain used, the prompt or task specification, the candidate findings produced, the human
review decision, and the engineering action taken. This creates the auditability needed for regulated envi-
ronments, critical infrastructure, and government acquisition programs, and aligns Al-assisted cybersecurity
with secure-by-design and secure software development practices [20,21].

The distinction between human-in-the-loop and human-on-the-loop operation is important. In human-in-
the-loop use, Al recommendations do not produce operational changes until a qualified engineer explicitly
approves the action. In human-on-the-loop use, Al may monitor, triage, or execute pre-approved low-
risk workflows while humans supervise and retain the ability to intervene. For cybersecurity engineering,
human-in-the-loop control is appropriate for code changes, firewall policy modifications, router configu-
ration updates, access-control changes, and mission-impacting operational decisions. Human-on-the-loop
approaches may be appropriate for summarization, alert grouping, enrichment, documentation, and other
low-risk analytical workflows.

Effectiveness should be measured using engineering metrics rather than broad claims about intelligence.
Useful metrics include vulnerability detection rate, false-positive rate, false-negative rate, review throughput,
time to triage, time to remediation, configuration coverage, number of artifacts analyzed, human acceptance
rate of Al recommendations, reproducibility of findings, and measured improvement in security posture after
remediation. These metrics allow organizations to evaluate whether Al-assisted cybersecurity improves
defensive operations without assuming that Al outputs are automatically correct.

3.5 [Illustrative Examples of AI-Assisted Cybersecurity

The following examples illustrate the role of Al as a defensive engineering assistant. They are not presented
as benchmark results. Rather, they show how Al-assisted cybersecurity can support different classes of
engineering artifacts while preserving human validation. The examples are intentionally simple: if a few
lines of code or configuration can contain consequential mistakes, the challenge becomes far more severe in
operational systems containing millions of lines of code, thousands of devices, and many interacting security
policies.

C code review. A few lines of C code can contain multiple defects with security consequences. In a
defensive code-review task, Al can detect a stray semicolon after a loop condition that creates an unintended
infinite loop, an unbounded scanf that may overflow a fixed-size buffer, and a pointer comparison that
incorrectly checks password strings. Individually, these mistakes are easy to understand once identified. In
practice, however, such errors may be embedded in larger authentication, logging, recovery, or access-control
logic where their operational effect is less obvious. Al contributes by identifying the defect, explaining why



it matters, recommending safer code, and suggesting tests that a human engineer can validate.

Firewall policy analysis. Firewall rules are often order-dependent. A single broad allow rule placed
before a narrower deny rule may unintentionally shadow the intended protection for a sensitive host or subnet.
Al can reason over first-match semantics, detect shadowed or redundant rules, identify overly broad access,
and explain which traffic classes are affected. The engineering value lies in converting a confusing policy
interaction into a reviewable recommendation: narrow the broad rule, reorder the policy, or add explicit
documentation and validation tests before deployment.

Router configuration review. Router and network-device changes can affect both reachability and security
boundaries. A small access-control or routing change may expose management services, create asymmetric
paths, bypass segmentation, or conflict with firewall policy. Al can assist by comparing the proposed
configuration against intended security posture, identifying affected interfaces or prefixes, and recommending
validation checks. The engineer remains responsible for determining whether the operational change is
acceptable.

These examples illustrate the core workflow of Al-assisted cybersecurity: analyze the artifact, identify
candidate weaknesses, explain the security implication, recommend corrective action, and preserve human
engineering authority.

Engineering takeaway. Finding a local error is only the beginning; understanding its effect on the
complete operational system is the cybersecurity challenge.

4 Al Enables Secure and Resilient Systems Development

Artificial Intelligence has the potential to fundamentally change how secure systems are engineered. Histor-
ically, cybersecurity has often been treated as a specialized activity performed after software development
or infrastructure deployment. Security reviews, vulnerability assessments, penetration testing, compliance
evaluations, and operational monitoring frequently occur after engineering decisions have already been
made. While these activities remain essential, they are inherently reactive. Vulnerabilities introduced during
earlier lifecycle phases may remain undetected until systems are operational, increasing remediation costs
and organizational risk.

Frontier Al provides an opportunity to shift cybersecurity from a predominantly reactive discipline
toward continuous engineering support throughout the lifecycle of software-intensive systems. Rather than
functioning solely as a post-deployment security tool, Al becomes an engineering capability integrated from
concept development through operational sustainment. At each stage of the lifecycle, Al addresses different
optimization questions while maintaining the same overall objective: improving the security, resilience,
reliability, and operational effectiveness of the resulting system.

4.1 Al Throughout the Engineering Lifecycle

The engineering questions asked during system development evolve as the system matures. Consequently,
Al should not perform a single cybersecurity function but rather provide lifecycle-specific analytical support.

During concept development and requirements analysis, Al assists engineers by identifying security re-
quirements, evaluating mission objectives, analyzing alternative concepts, detecting conflicting requirements,
and recommending security considerations before system architectures are established. Early identification
of security issues reduces downstream engineering costs and improves overall system quality.

During system architecture and design, Al evaluates alternative architectures, analyzes trust boundaries,
identifies potential attack surfaces, reviews security assumptions, recommends security controls, and assists
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Figure 3: Al-assisted cybersecurity across the lifecycle. Al supports different cybersecurity optimization
questions at each phase while preserving human engineering authority.

architects in balancing security, performance, cost, maintainability, and operational effectiveness. Security
therefore becomes an integral component of architecture rather than an afterthought.

During implementation, Al reviews source code, identifies programming errors, detects insecure coding
practices, explains software vulnerabilities, recommends secure implementations, and assists developers
in improving software quality. Al becomes a continuously available peer reviewer capable of examining
software throughout the development process.

During integration, verification, and validation, Al assists engineers by evaluating test coverage, review-
ing configuration files, analyzing firewall policies, validating access control rules, interpreting test results,
identifying inconsistent security assumptions, and recommending additional validation scenarios. Security
validation therefore becomes more comprehensive while reducing manual engineering effort.

Following deployment, Al continues to provide operational value by analyzing logs, monitoring security
events, correlating threat intelligence, evaluating configuration changes, identifying emerging vulnerabili-
ties, recommending corrective actions, and assisting security operations centers in maintaining continuous
situational awareness.

Finally, during maintenance and modernization, Al assists engineers in evaluating software updates,
infrastructure modifications, cloud migrations, security policy revisions, technology refresh decisions, and
system modernization activities. Security improvements therefore become continuous rather than periodic.

At every lifecycle phase, Al addresses different optimization questions. Early phases emphasize archi-
tecture, requirements, and design optimization. Middle phases emphasize software quality and validation.
Operational phases emphasize resilience, monitoring, incident response, and continuous improvement. This
lifecycle perspective represents one of the most significant opportunities presented by frontier Al

4.2 Al and the Complexity of Modern Interconnected Systems
4.3 Why Software Vulnerabilities Persist

Despite decades of advances in programming languages, software engineering, testing, verification, and
cybersecurity, software vulnerabilities continue to appear in operational systems. The reasons extend well
beyond simple programming mistakes.

First, modern systems must satisfy increasingly complex and often competing functional, performance,
safety, security, privacy, resilience, regulatory, and mission requirements. These requirements interact in
subtle ways, making it difficult to reason about the complete behavior of the system throughout its lifecycle.
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Second, software-intensive systems have grown beyond unaided human comprehension. Millions of
lines of code, distributed services, cloud platforms, operational technologies, dynamic configurations, and
thousands of interacting components create an enormous state space that engineers cannot exhaustively
analyze manually.

Third, existing engineering tools have important limitations. Static analysis, testing, formal verification,
model checking, symbolic execution, and theorem proving each provide valuable assurance, but none offers
a complete solution for large, continuously evolving operational systems. Testing can demonstrate the
presence of defects but rarely their absence. Formal methods often require abstractions that become difficult
to maintain as systems evolve, while static analysis tools may generate false positives or fail to capture
dynamic operational behavior.

Finally, software is never static. Every software update, configuration change, cloud deployment,
library upgrade, routing modification, or security policy revision introduces new interactions that may create
unintended consequences elsewhere in the system. Maintaining assurance therefore becomes a continuous
engineering challenge rather than a one-time verification activity.

Frontier Al should be viewed within this broader engineering context. Al does not replace established
engineering methods; rather, it complements them by helping engineers manage complexity, reason across
heterogeneous artifacts, identify hidden dependencies, prioritize engineering effort, and determine where
deeper verification and validation should be applied.

Engineering takeaway. The challenge is no longer simply writing correct software; it is understanding
and assuring the behavior of increasingly complex, continuously evolving systems. Al represents the next
major step in extending human engineering capability to meet that challenge.

Al is maturing at a time when the complexity of modern software-intensive systems increasingly exceeds
what engineering teams can comprehend manually. Contemporary systems are no longer isolated programs.
They are distributed compositions of software services, cloud platforms, identity systems, databases, routers,
firewalls, endpoint agents, operational technology, sensors, real-time data streams, and external dependencies.
A change intended to correct a local vulnerability can alter timing behavior, break interoperability, weaken
segmentation, change trust relationships, or create unintended operational consequences elsewhere in the
system.

Lines of code provide only a rough proxy for complexity, but they illustrate the scale of modern
engineering environments. The Space Shuttle primary flight software contained approximately 400,000
lines of code, a large and carefully controlled software system for its era [22]. The F-35 has required more
than 8 million lines of software code across flight controls, radar, communications, electronic attack, sensor
fusion, weapons deployment, and logistics [23,24]. Porsche Engineering notes that a modern car may contain
roughly 100 million lines of code, while citing 14 million lines for the Boeing 787 as a comparison point [25].
The U.S. Army Future Combat Systems program provides an even more sobering example: GAO reported
that the projected software effort had grown to nearly 95 million lines of code [26]. These figures are not
directly comparable because they count different kinds of software in different acquisition and operational
contexts, but they make the same point: modern mission and infrastructure systems are software-intensive
at a scale that challenges conventional review practices.

The cybersecurity implication is direct. As the number of components, interfaces, dependencies, and
policy interactions increases, the probability that a software or configuration change will produce unintended
consequences also increases. A patch may close one vulnerability while opening a new operational path.
A firewall update may block a known exposure while disrupting mission traffic. A router configuration
change may improve reachability while weakening segmentation. A seemingly local code change in an
integrated defense system may affect data fusion, communication timing, operator displays, or downstream
decision-support workflows.

A modern missile defense capability illustrates this problem at an operational level. Such a system may
integrate distributed sensors, radar systems, command-and-control software, communications networks,
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Risk / analysis gap

System complexity
Components, interfaces, policies, dependencies, and operational modes

Figure 4: Notional relationship between system complexity and the risk of unintended consequences after
software or configuration changes. The upper curve represents increasing analysis difficulty as systems
become more interconnected. The lower dashed curve illustrates the intended role of Al-assisted cyberse-
curity: reducing, not eliminating, the engineering analysis gap through dependency analysis, change-impact
assessment, and human-supervised validation.

satellite links, cyber defense services, operator interfaces, real-time data fusion, and time-constrained de-
cision support. A modification to one subsystem may have effects that are difficult to anticipate without
understanding dependencies across the broader architecture. In such environments, cybersecurity is insep-
arable from systems engineering: the question is not only whether a component is vulnerable, but whether
the fix changes the behavior of the larger mission system.

Frontier Al can aid engineers by reasoning across software dependencies, configuration relationships,
security policies, operational telemetry, and historical behavior. Before deployment, Al can identify affected
components, estimate downstream impact, recommend additional regression tests, detect policy conflicts,
and flag areas requiring human engineering review. The value of Al is therefore not merely that it identifies
vulnerabilities; it helps engineers understand and manage the growing complexity of modern interconnected
systems.

Table 2: Illustrative software scale in complex systems. Counts are approximate and should be interpreted
as order-of-magnitude indicators rather than directly comparable measurements.

System Reported Scale Source Context

Space Shuttle primary flight ~400,000 LOC National Academies assessment

software

F-35 aircraft software >8 million LOC GAO / USAF software sustainment re-
ports

Boeing 787 ~14 million LOC Porsche Engineering comparison

Modern automobile ~100 million LOC Porsche Engineering discussion

Future Combat Systems ~95 million LOC GAO defense acquisition report
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System compleXity

Capability / complexity

Time

Figure 5: Notional relationship between increasing system complexity, unaided human analysis capacity,
and Al-augmented engineering capacity. Al matured at a time when modern interconnected systems
increasingly require computational assistance to reason about dependencies, configurations, and system-
wide consequences of change.

4.4 Local Correctness and System-Level Assurance

The examples above also illustrate a deeper assurance problem. A few lines of code may be corrected
locally, but the security and operational properties of the complete system may still remain uncertain.
In small programs, engineers can often inspect the relevant control flow, reason about the affected state,
and determine whether the fix preserves intended behavior. In large distributed systems, however, a local
correction can interact with authentication services, message queues, caches, routing policies, monitoring
agents, timing assumptions, retry logic, or failover behavior. The property of interest is no longer merely
whether one function is correct, but whether the system as a whole continues to satisfy desired properties.

Formal methods, static analysis, model checking, theorem proving, and runtime verification provide
powerful techniques for reasoning about system properties such as safety and liveness [27-29]. However,
these techniques often require abstractions, models, invariants, and environmental assumptions that are
difficult to maintain for continuously evolving operational systems with millions of lines of code and
complex configuration state. Tools remain essential, but they do not automatically scale to prove all relevant
properties of the system as deployed.

Al-assisted cybersecurity should therefore be viewed as complementary to, not a replacement for, formal
assurance methods. Frontier Al can help engineers identify candidate invariants, map dependencies, summa-
rize relevant code paths, compare intended policy with deployed configuration, generate test hypotheses, and
flag situations where a proposed change may threaten safety, liveness, segmentation, availability, or mission
assurance. In some cases, Al may help construct evidence supporting a limited assertion; in other cases,
it may help disprove an assertion by identifying a counterexample, overlooked dependency, or conflicting
configuration.

The appropriate claim is modest but important: Al does not magically prove arbitrary properties of
complex systems. It can, however, help engineers determine where assurance arguments are weak, where
additional tests are needed, where formal tools should be applied, and where a local fix may have system-level
consequences.

Engineering takeaway. Finding a bug is a local problem; determining whether safety, liveness, and
security still hold after the fix is a system-level assurance problem.
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4.5 Continuous Engineering Improvement

Engineering takeaway. As software-intensive systems become increasingly complex, Al has matured
at the right time to help engineers continuously improve system security while reducing unintended
consequences.

One of the most significant advantages of Al-assisted cybersecurity is its ability to support continuous
engineering improvement. Traditional cybersecurity practices often follow a repetitive cycle of deployment,
vulnerability discovery, patch development, and corrective maintenance. While effective, this approach
frequently allows vulnerabilities to remain operational until discovered through periodic assessments or
real-world incidents.

Al enables a fundamentally different engineering model. Instead of periodically searching for vulnerabil-
ities, organizations can continuously analyze evolving software, infrastructure, and operational environments.
Al reviews proposed software changes before implementation, evaluates infrastructure modifications before
deployment, analyzes the security implications of architectural decisions, validates firewall policies before
activation, reviews router configurations before deployment, and assists engineers in identifying unintended
consequences before operational impact occurs.

Rather than reacting to vulnerabilities after deployment, organizations increasingly have the opportunity
to prevent vulnerabilities from entering operational systems in the first place. This shift represents an
important change in cybersecurity philosophy. Al becomes an engineering capability focused on preventing
defects rather than simply detecting them. The engineering objective therefore changes from reactive
remediation toward proactive improvement.

The need for continuous engineering improvement is driven not only by the persistence of cybersecu-
rity vulnerabilities, but also by the rapidly increasing complexity of modern software-intensive systems.
Contemporary enterprise systems, cloud infrastructures, telecommunications networks, industrial control
systems, and national critical infrastructure routinely consist of millions of lines of software executing across
thousands of interconnected hardware and software components. A seemingly minor modification to a
software module, firewall rule, router configuration, cloud policy, or access-control rule may unintentionally
affect system behavior in ways that are difficult for engineers to predict through manual analysis alone.

Historically, engineering teams have relied upon peer reviews, testing, simulation, formal verification,
and operational experience to reduce the likelihood of unintended consequences. These techniques remain
indispensable, but their effectiveness is increasingly challenged by the scale, heterogeneity, and dynamic
behavior of modern distributed systems. As system complexity increases, the number of interactions among
software components, network services, security policies, and operational environments grows even more
rapidly, making exhaustive human reasoning increasingly impractical.

Frontier Al provides an opportunity to significantly expand engineering analytical capacity. Al can
examine proposed software modifications, firewall policy updates, router configurations, cloud deployments,
and infrastructure changes before operational deployment, identifying potential inconsistencies, security
implications, policy violations, and unintended interactions that warrant further engineering review. Rather
than replacing established engineering practices, AI complements them by enabling continuous engineering
analysis at a scale that would otherwise be impractical.

This capability is particularly valuable when evaluating system-level engineering properties. Individual
software modules may be locally correct while the integrated system still exhibits undesirable emergent
behavior. Demonstrating global properties such as safety, liveness, resilience, mission assurance, security
policy compliance, and operational correctness remains one of the most challenging problems in systems
engineering. Existing formal verification and validation techniques remain essential but often do not scale to
the size and complexity of modern operational systems. Frontier Al cannot formally prove these properties
in the general case, but it can assist engineers by analyzing system dependencies, identifying potential
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violations, evaluating the impact of proposed modifications, and directing engineering attention toward
portions of the system that merit deeper formal analysis and testing. Al therefore complements rather than
replaces established verification, validation, testing, and formal methods.

A lightweight engineering model captures this idea. Let the security condition of a system be represented
by

CSGC:f(S’NsP’OaH)7 (1)

where S denotes software state, NV denotes network and infrastructure state, P denotes policy and access-
control state, O denotes operational telemetry and mission context, and H denotes human oversight and
engineering judgment. Al-assisted cybersecurity acts on cybersecurity artifacts X and produces findings
and recommendations:

(F,R) = A(X;S,N,P,0), (2)

where ¥ are candidate weaknesses and R are candidate engineering improvements. Human engineers
validate these recommendations and determine whether the proposed change improves the security condition:

ACsec = Csecafter - Csecbefore- (3)

The objective is not autonomous optimization by Al, but human-supervised improvement in which Al
accelerates discovery, explanation, recommendation, validation, and continuous engineering improvement
while humans retain operational authority and responsibility for all operational decisions.

These equations are conceptual engineering models intended to illustrate Al-assisted cybersecurity
workflows and continuous security-posture improvement. They are not presented as formal mathematical
derivations.

4.6 Secure and Resilient Systems

Engineering takeaway. Secure and resilient systems are not achieved by eliminating every defect;
they are achieved by continuously understanding, managing, and reducing system risk throughout the
engineering lifecycle.

Cybersecurity extends beyond preventing unauthorized access. Modern systems must remain available,
trustworthy, recoverable, and operational despite hardware failures, software defects, configuration errors,
natural disasters, insider threats, and sophisticated cyber attacks. Security and resilience therefore represent
complementary engineering objectives.

Al contributes to resilience by continuously evaluating the overall health of software-intensive systems.
Al identifies architectural weaknesses, recommends improved segmentation strategies, evaluates redundancy
mechanisms, analyzes configuration consistency, reviews operational procedures, identifies single points of
failure, and assists engineers in understanding how local vulnerabilities may influence broader system
behavior.

This capability becomes particularly important within large enterprise environments and national crit-
ical infrastructure where millions of software components, thousands of network devices, cloud services,
operational technologies, and security policies interact continuously. Human engineers cannot realistically
evaluate every possible interaction manually. Frontier Al significantly expands analytical capacity while
allowing human experts to concentrate on engineering judgment and operational decision-making.

Security and resilience are ultimately system-level properties rather than properties of individual software
modules or network devices. A software component may satisfy its local requirements while interactions

16



among independently correct components still produce unexpected behavior at the system level. Conse-
quently, improving the security of complex systems requires understanding not only individual vulnerabilities
but also their relationships, dependencies, and potential operational consequences. Al assists engineers by
identifying these relationships, highlighting potential cascading effects, and recommending areas requiring
deeper engineering investigation.

The effectiveness of Al-assisted cybersecurity should therefore be evaluated using engineering metrics
rather than anecdotal examples alone. Representative measures include vulnerability discovery rate, config-
uration coverage, analysis throughput, false-positive and false-negative rates, time-to-remediation, reduction
in engineering review effort, and the percentage of Al recommendations accepted after human review. Such
metrics provide organizations with objective measures for evaluating the contribution of Al to secure systems
engineering.

Importantly, Al should not replace engineers. Instead, Al becomes an engineering partner that augments
human expertise. Engineers remain responsible for system architecture, operational risk acceptance, security
policy, mission decisions, and final operational authority. Al provides analysis, explanation, recommenda-
tions, and validation; humans provide engineering judgment, accountability, and responsibility.

Ultimately, Al-assisted cybersecurity represents more than another security technology. It represents
an opportunity to fundamentally improve how secure and resilient systems are engineered throughout their
entire lifecycle.

S Summary and Conclusions

Artificial Intelligence has rapidly become one of the most transformative technologies affecting cybersecu-
rity. Public discussion has understandably focused on the ability of frontier Al systems to identify software
vulnerabilities, analyze malware, interpret security configurations, and perform increasingly sophisticated
cybersecurity tasks. While these capabilities deserve careful consideration, the broader engineering oppor-
tunity has received comparatively little attention.

Organizations have spent decades investing in defensive cybersecurity. Software quality assurance, inde-
pendent code reviews, penetration testing, vulnerability assessments, red teams, bug bounty programs, and
ethical hackers all pursue the same engineering objective: identify vulnerabilities before adversaries exploit
them. Frontier Al fundamentally changes how this objective can be achieved by providing organizations
with a continuously available analytical capability capable of examining software, network configurations,
operational policies, cloud infrastructures, and cybersecurity artifacts at unprecedented speed and scale.

The engineering significance of Al extends well beyond vulnerability discovery. Frontier Al increas-
ingly assists engineers by explaining vulnerabilities, identifying relationships among complex cybersecurity
artifacts, recommending corrective actions, validating proposed improvements, and supporting continuous
engineering throughout the lifecycle of software-intensive systems. Al therefore becomes an engineering
capability that augments rather than replaces human expertise.

Modern software-intensive systems have reached a level of scale and complexity that increasingly exceeds
unaided human analytical capacity. Enterprise systems, cloud infrastructures, industrial control systems,
telecommunications networks, and national critical infrastructure contain millions of lines of software
executing across thousands of interconnected components. Small engineering changes may produce system-
wide consequences that are difficult to predict through manual analysis alone. Frontier Al has matured at
precisely the time when engineers require new analytical capabilities to manage this complexity.

This capability is particularly important for protecting national critical infrastructure. Electric power
systems, telecommunications networks, transportation systems, healthcare delivery, financial institutions,
water treatment facilities, government operations, and defense systems increasingly depend upon complex
digital infrastructures that cannot realistically be analyzed manually in their entirety. Al provides an
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opportunity to continuously improve the security and resilience of these systems before adversaries exploit
existing weaknesses.

The historical lesson is instructive. Quantum computing revealed limitations in classical public-key
cryptography, motivating the development of Post-Quantum Cryptography rather than discouraging scientific
progress. Artificial Intelligence presents a similar engineering opportunity. Al reveals vulnerabilities that
already exist within software, enterprise systems, and critical infrastructure. These discoveries should
motivate better engineering rather than greater fear.

Core message. The question is no longer whether Al can identify vulnerabilities. The question is whether
we will use Al responsibly to eliminate them before adversaries exploit them.

Call to Action

The cybersecurity community should embrace Al as a defensive engineering capability and act decisively to
integrate it into cybersecurity practice. Specifically, we recommend the actions in Table 3.

Table 3: Call to action for Al-assisted cybersecurity.

Recommended Actions

Integrate Al throughout the systems engineering lifecycle, from concept development through operations and
modernization.

Use Al-assisted cybersecurity to continuously analyze software, network configurations, cloud infrastructures,
and security policies.

Treat every Al-discovered vulnerability as an engineering opportunity to improve security and resilience.

Incorporate Al-assisted cybersecurity into government acquisition, independent verification and validation, and
lifecycle sustainment activities.

Leverage Al to strengthen protection of national critical infrastructure through continuous defensive analysis.

Maintain meaningful human oversight through appropriate human-in-the-loop or human-on-the-loop operational
models while allowing Al to augment engineering analysis and decision support.

Develop objective engineering metrics to continuously evaluate the effectiveness of Al-assisted cybersecurity
throughout the system lifecycle.

Combine Al-assisted cybersecurity with Post-Quantum Cryptography, secure software engineering, and resilient
systems engineering.

The future of cybersecurity should not be defined by fear of Artificial Intelligence. It should be defined
by how effectively we use Al to engineer software, networks, enterprise systems, and critical infrastructure
that are secure, resilient, and worthy of society’s trust.

Organizations have spent decades paying software engineers, quality assurance teams, penetration testers,
red teams, security consultants, and ethical hackers to identify vulnerabilities before adversaries exploit them.
Frontier Al does not change that objective—it fundamentally changes how efficiently it can be achieved. Al
did not create the vulnerabilities that exist in today’s software, networks, and critical infrastructure; it created
an unprecedented opportunity to identify and eliminate them.

The question before the engineering community is therefore no longer whether Al should participate in
cybersecurity. The question is whether we can justify not using Al to help secure the software-intensive
systems upon which modern society depends.
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Future Work. Future work will investigate Al observability, runtime assurance, multi-agent cybersecurity
workflows, Al-assisted secure software development, integration with formal verification techniques, and
large-scale validation within operational enterprise and critical infrastructure environments.
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